CN 


CNM 


CO 


sc 


A 


B 


c 


1 


X 


X 


X 


1 


0 


0 


0 


1 


X 


X 


1 


0 


0 


0 


0 


0 


X 


0 


1 


0 


0 


0 


1 


1 


0 


0 


1 


0 


0 


1 


0 


1 


0 


0 



FIG.3 



CN 


CO 


sc 


D 


E 




CN 


CO 


sc 


D 


E 


0 


0 


X 


0 


1 




0 


0 


X 


0 


1 


1 


0 


1 


X 


X 




1 


0 


X 


1 


0 


0 


1 


1 


X 


X 




0 


1 


1 


X 


X 


1 


0 


0 


1 


0 




0 


1 


0 


1 


0 


0 


1 


0 


1 


0 





FIG.4 



^601 

RECEIVE INCOMING 
STREAM 




TO DRIVE OVER 
SECURE CHANNEL 



RECEIVE INCOMING 
STREAM 




TRY TO ESTABLISH 
SECURE CHANNEL 
WITH SENDER 




TRANSMIT 
INFORMATION OF 
DETECTION BACK TO 
SENDER 



FIG.7 



.801 



RECEIVE INCOMING 








STREAM 









^^^opy-never\v, 
\. detected? 






^807 


YES 


DO NOT 
ALLOW 
RECORDING 



NO 



.804 



803 



ALLOW 
RECORDING 



NO 



COPY-ONCE 
DETECTED? 



YES 



.805 



TRY TO ESTABLISH 
SECURE CHANNEL 

WITH SENDER 




NO 



808 



TRANSMIT 
INFORMATION OF 
DETECTION BACK TO 
SENDER 



FIG.8 



RECEIVE SECURE 
CHANNEL REQUEST 




FIG.9 



CN 


CNM 


CO 


sc 


D 


E 


0 


0 


0 


X 


0 


1 


1 


0 


0 


1 


X 


X 


1 


0 


0 


0 


1 


0 


0 


0 


1 


1 


X 


X 


0 


0 


1 


0 


1 


0 


0 


1 


1 


1 


X 


X 


0 


1 


1 


0 


1 


0 



m 



FIG.11 



IIS 



ill 



CN 


CNM 


CO 


sc 


D 


E 


0 


0 


0 


X 


0 


1 


1 


0 


0 


X 


1 


0 


0 


0 


1 


1 


X 


X 


0 


0 


1 


0 


1 


0 


0 


1 


1 


X 


1 


0 



FIG.12 



/(30 BACKN 
VTO1301 J 



.130 



RECEIVE INCOMING 
STREAM 



I 



-1305 



ALLOW RECORDING 




TRY TO ESTABLISH 
SECURE CHANNEL 
WITH SENDER 



'Kg* 




NO 



^1308 



DO NOT 
ALLOW 
RECORDING 



T 



1309 



/GO BACKN^ 
V^TOISOlyP" 



TRANSMIT COPY-ONCE 
DETECTION BACK 
OVER SECURE 
CHANNEL TO SENDER 



/"GO BACK\ 
VTO1301 J 



FIG.13 



1401 



RECEIVE INCOMING 
STREAM 




-1405 



DO NOT 
ALLOW 
RECORDING 



-1406 



ALLOW 
RECORDING 



NO X COPY-ONCE 
DETECTED? 




TRY TO ESTABLISH 
SECURE CHANNEL 
WITH SENDER 




NO 



1409 



TRANSMIT COPY-ONCE 
DETECTION BACK 
OVER SECURE 
CHANNEL TO SENDER 



FIG.14 



